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Abstract— The internet has always faced significant security 

challenges when it comes to transferring information. 

Throughout and following the recent outbreak, it has become 

evident that as digital transactions surge, so do incidents of 

hacking and breaches. This highlights the growing need for 

secure transaction methods. In response, this paper introduces 

a novel cryptographic approach for image encryption and 

decryption, utilizing chaotic algorithms. To ensure the 

robustness of the encryption, we perform a series of rigorous 

performance evaluations, including Histogram, Entropy, 

NPCR, UACI Analyses. This study showcases the 

implementation of a one-dimensional reduce Henon chaotic 

map on an FPGA board, enhancing both the encryption and 

integrity of images. 
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I. INTRODUCTION 

Chaotic events have a broad spectrum of engineering and 
scientific uses, such as secure data transmission, nonlinear 
control, and image encryption [1]. Researchers largely agree 
that chaos-based systems can be built using FPGA boards, 
discrete electronic components, and microcontrollers [2]. The 
advent of field-programmable gate arrays (FPGAs) has 
accelerated the prototyping of chaotic phenomena, making it 
more accessible [3]. Many scholars are now employing 
FPGAs to quickly prototype new hardware for chaotic 
systems, memristors, and various non-clonable type of 
functions [4]. 

This study introduces a one dimensional reduce Henon 
chaotic map with bit shuffling of image in encryption and 
decryption system implemented on an FPGA board in a 
hardware environment. Encryption serves as a robust method 
for concealing sensitive information, such as banking 
transactions, defense security data, and various image of 
medical diagnostics. It continues to be both potent and safe, 
even as information is kept or conveyed through perilous 
pathways. Although some cryptography applications leverage 
chaos theory [5-6], most are based on Matlab or 
microcontrollers. For instance, [7] details a method for bit-
plane data encryption using quadratic and cubic maps, and 
discusses a lossy technique for encrypting and compressing 
images via discrete wavelet transform, singular value 
decomposition, and Huffman coding. 

The Sine-Transform-Based Chaotic System with FPGA is 
described in [8]. An artistic fusion of time chaos and colorful 
DNA coding is presented in [9]. Secret key sequences 

generated by a nonlinear coupled map lattice algorithm and 
the SHA-256 hash function adjust structural parameters and 
initial conditions to enhance image encryption security [10]. 
Reference [11] elaborates on microcontroller based real-time 
image cryptosystem, while [12] discusses hyperchaotic 
techniques for image encryption. A novel color-based image 
encryption method is detailed in [13-15]. The memristors 
based chaotic cryptography has been discussed in the articles 
[16-17]. This paper is distinctive in presenting the use of 
FPGA for constructing chaos-based cryptosystems, 
specifically utilizing a one-dimensional reduce Henon map for 
color image encryption, an approach previously 
undocumented. The paper has been written in the following 
steps: In section II the methodology of the chaotic map 
implementation in hardware with colour image. In third 
section result analysis has been done and section IV 
conclusion has been made. 

II. PROPOSED METHOD 

The FPGA Xilinx BASYS-3 platform has been outfitted 
with a one-dimensional reduce Henon chaotic map to facilitate 
image encryption and decryption technique. The equation for 
the one dimensional reduce Henon chaotic map is as follows: 

���� = (1 − 	��

)                                 (1)    

 
The FPGA Xilinx BASYS-3 platform has been equipped 

with a one dimensional reduce Henon chaotic map for image 
encryption and decryption process. The chaotic map equation 
operates within its chaotic regime when the parameter a=1.4. 
and the initial value in between -1 and 1. 

The FPGA Basys-3 board includes all necessary 
components: an analog to digital converter, a 450 MHz 
internal clock, 33,280 logic cells distributed among 5,200 
memory slices, Five enchanting clock control tiles, ninety 
dynamic DSP slices, and a dazzling 1,800 Kbits of rapid 
block RAM. Initially, MATLAB software divides a color 
image into its R-channel, G-channel, and B-channel matrices. 
The pixel values from these channels are stored in memory, 
and the software applies a one-dimensional reduce Henon 
chaotic map to encrypt the pixel data. 

For the encryption process, a chaotic sequence of 128 by 
128, starting with ( x_i = 0.5 ) and ( a = 1.4), is applied to the 
R-channel pixel values using an EX-OR logical operation, 
then stored in memory. The identical process is enacted once 
more for the pixel values of the G-channel and B-channel, 


