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Preface

Wireless Sensor Networks (WSNs) are networks of tiny electromechanical devices, more
precisely called sensor nodes. These sensor nodes are equipped with the ability to sense
and measure their surroundings. The popularity of such networks can easily be perceived
through a wide variety of applications such as habitat monitoring, health monitoring,
security and surveillance, civil structure monitoring, precision agriculture, animal track-
ing, and industrial applications. However, these networks suffer from several constraints
such as storage and computational limitations, limited power resources, and limited trans-
ceiving capabilities. The limitations mentioned above result in many challenges such as
deployment and localization, energy-efficient data gathering and routing, data fusion,
security, task scheduling, etc.

Over the past few years, computational intelligence (CI) has emerged as an effective
tool to address these challenges. Computational intelligence refers to a set of adaptive
techniques facilitating intelligent behavior in complex and dynamically changing envi-
ronments like wireless sensor networks (WSNs). The elements of learning, adaptation, and
evolution are integrated to create an intelligent system via CI; thus, CI enables WSNs to
exhibit autonomous behavior in a rapidly changing environment and provides robustness
against the above-cited challenges.

This work attempts to bring the learning of technologies such as CI and WSN to fos-
ter strong collaboration between them. The following chapters thoroughly discuss WSNs
and sensor-enabled technologies along with their respective properties and challenges.
Furthermore, the present work will discuss various CI techniques such as fuzzy comput-
ing, evolutionary computing, reinforcement learning, artificial intelligence, swarm intel-
ligence, and their respective applications in wireless sensor networks and sensor-enabled
technologies in greater depth.

vii
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2 Computational Intelligence for Wireless Sensor Networks

1.1 Introduction

Wireless sensor networks are autonomous sensors that are responsible for the collection,
cooperation, and monitoring of physical as well as environmental quantities and quali-
ties and allied interests, viz. temperature, sound, vibration, pressure, pollutants and so on
[1-3]. Initially wireless sensor networks were projected for defense and military applica-
tions; gradually they are becoming important tools for societal applications and civilian
applications in diverse activities such as

* healthcare and monitoring
® transportation and traffic management
¢ environment and ecological monitoring and management

¢ industrial automation, and so on.

Two standard communication protocols have been proposed in past few years: Wireless
HART and ISA100.11a; in this regard, the HCF consortium and ISA Association play a
leading role. These tools are designed for process and monitoring as well as control. Each
node in the wireless sensor network is equipped with a sensor, a small microcontroller
responsible for analog-to-digital signal conversion, a computational unit, and storage sys-
tems [3-5]. The gradual development of the internet emerged as the internet of people
(IoP), and in recent past the internet of things concept has become widely recognized and
popular. It is further expected that IoT will add about 75 billion things and items through
the internet by the end of 2025 [6].

The shift in electronics products includes radio frequency identification (RFID),
mobile devices, and wireless sensors etc. Here IPv6, IPv6 over low power wireless
personal area networks sensors standards are playing a leading role. Here M2M
(machine-to-machine communication) is also an important concept. Integration and
applications of wireless sensor networks in the IoT is worthy and important. In the
internet of things, machines and electronic devices become more and more connected
with other things or objects. To communicate autonomously with the help of inter-
net, the emergence of IoT is noticeable and acceptable. In 2019 the total number of IoT
devices reached 26.66 billion, and it is worthwhile to note that every second 127 new
IoT devices are connected with the web. Billions of things are connected to the internet,
and they are dedicated to data generation. In IoI, M2M is the main communication
standard between the internet of things [7-9].

1.2 Objectives

The present work has the following (but not limited to) objectives:

e To know about the basics of wireless sensor networks with reference to their foun-
dation, features, and characteristics.

* To learn about the role and importance of the wireless sensor network with refer-
ence to the present context.



Wireless Sensor Network (WSN) Vis-a-Vis Internet of Things (IoT) 3

* To know about the basics of cloud computing in relation to wireless sensor
networks.

¢ To learn about the basics of the internet of things with reference to the founda-
tions, features and characteristics.

¢ To learn about the growing applications of the internet of things in different sec-
tors and areas.

¢ To know about the role and need of wireless sensor networks in the internet of
things context.

1.3 Methods

This work is theoretical in nature and deals with various aims and objective as dis-
cussed. The topic of the work “Wireless Sensor Network and its utilizations in internet
of things: Foundation and Emerging Trends” is theoretical in nature; therefore a review of
literature played a leading role in the formation of the paper. Secondary sources were ini-
tially reviewed, and thereafter various primary sources were also exploited for doing the
research work. Various websites of companies offering IoT and WSN services were also
reviewed and analyzed to get a concise picture of the topic.

1.4 Wireless Sensor Networks: Foundations

Collection of nodes make up wireless sensor networks. Such nodes are individual small
computers. WSNs form centralized network systems and enable multi-functionality while
being wireless in nature. Wireless sensor networks may have a predefined goal; having
a centralized and synchronized structure, they follow a certain topology like linear, star,
mesh etc. Limited broadcast range in a wireless sensor network normally is 30 meters.
Wireless sensor networks normally having following steps:

¢ collecting data
® processing data
¢ packaging data
¢ transferring data

Wireless sensor networks are similar to wireless ad hoc networks as they also collect the
data with wireless support, and it is important to note that wireless sensor networks are
the kind of sensors that are autonomous in nature and are responsible for the physical or
environmental conditions including the temperature, sound pressure and so on [9-11].
Here data basically are moved by the cooperation of the network to the main location.
Modern networks may be bi-directional, collecting data from the distributed sensors and
also dedicated in controlling the sensor activities. Military applications like battlefield
surveillance were the main reason for the development of the WSN, but today WSNs are
widely used in many industrial as well as consumer applications that are built of “nodes;”
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the number may be a few to hundreds or even thousands, where each node is connected
to one sensor. Such sensor network nodes may have various types of parts, viz. internal
antenna, external antenna, microcontroller, and an electronic circuit for the connectiv-
ity of the sensors and an energy source, battery, or other energy-harvesting system. It is
worth noting that the sensor node size may be different, and further the cost of sensor
nodes is also variable depending upon the brand and country. As far as the topology is
concerned WSNs may be prepared with a simple star network or even a multi-hop wireless
mesh-based network. The propagation technique of hops of the network may be routing
or flooding [12-14]. As far as characteristics are concerned the following can be consider as
important and valuable:

¢ Power consumption constraints can be noted for the nodes using batteries or
energy harvesting systems.

¢ Ability to cope with node failures is important.

¢ In certain case the mobility of nodes can be noted.

¢ Heterogeneity and homogeneity of the nodes can be important.

¢ Scalability is an important feature, emphasizing large scale of deployment.
e WSNs are very effective to use.

¢ Cross-layer optimization is important and can be noted.

The internet of things is an important technology that offers scalable and mobile comput-
ing services. Various technologies play an important role for the further development of
IoT; among these are ubiquitous and pervasive computing. These technologies are helping
in the development of wireless systems by producing, and consuming RFID and mobile
computing-based services. RFID is a useful early example of IoI applications where WSNs
are also effectively started a few years back; and among the examples are goods, cars,
wearable sensors, etc. RFID basically uses less energy than mobile and handheld devices.
With the support of cloud computing, the capabilities of these devices will be further
boosted in respect of the storage and other infrastructure-based services [15-17].

1.5 Wireless Sensors Network: Emergence and Basic Applications

Wireless sensor networks run in a bi-directional fashion and it are wirelessly connected
with networks of various kind of sensors. These sensors are dedicated to collection of data
on different aspects, viz. temperature, humidity, speed, etc. Communication is done on a
multi-hop basis, and each sensor is dedicated to perform the defined task. Wireless sensor
networks follow OSI architecture and model and have five layers and three cross layers.
For the active operation it is essential to have five layers:

® application layer

¢ transportation layer
* network layer

¢ data link layer

¢ physical layer
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Wireless sensor networks are able to offer various advantages and benefits; these include
the following:

* Network arrangements can be brought in without involvement of immovable
infrastructure.

e WSNs are effective IN non-reachable places, viz. over the sea, rural areas, deep
forests, hills, and mountain areas.

¢ They are very flexible in casual situations.

® The cost of the tools and technologies, especially the execution pricing, in wireless
sensor network is inexpensive.

¢ Wireless sensor networks avoid wiring.

¢ Wireless sensor networks may also able accommodate many kind of devices at
any time.

¢ With the help of centralized monitoring, wireless sensor networks become
worthwhile.

Wireless sensor networks offer various types of applications that come with the comfort-
able, effective, and smart life. Energy saving and minimal noise are other benefits of WSNss
[18-20]. Wireless sensor networks contribute effectively in the development of less costly
atmospheric monitoring system while reducing the pollution, and hence, facilitating the
healthcare benefits too. In wireless sensor networks application-based communication
requires sensors and different kinds of server connectivity. Wireless sensor networks basi-
cally function by the use of three main access technology architectures. Various kinds
of sensors are used, viz. low sampling rate, seismic, magnetic, thermal, visual, infrared,
radar, and so on based on situation and usefulness. Sensor nodes are very useful in con-
stant sensing, including in event ID, event detection, and so on. The application of wireless
sensor networks initially was for military and defense-related purposes, and gradually it
has been updated in other areas:

¢ medical and healthcare sectors and applications
* environmental and ecological applications

¢ home and living applications

* organizational and commercial applications

® area monitoring and management

¢ earthquake sensing and similar activities

e air pollution monitoring and management

o forest fire detection

¢ landslide detection and similar activities

¢ water quality and ocean monitoring with management

Wireless sensor networks have longer range than that of the basic sensor networks, and
WSNs are based on communication in a peer-to-peer basis. The maximum number of
wireless sensor networks is based on IEEE 802.15.4 standard and is connected with the
physical and medium access control (MAC) layer of low rate-wireless personal area net-
works (LR-WPANS). In effective WSNs, data mining techniques are also used to extract
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enormous amount of data. In WSNs the sensors are always active and reduce the energy
consumption according to the need [21, 22]. The sensors of WSNs collect the data frequently
and store them in the cloud or database accordingly.

1.6 Internet of Things: Foundation and Emergence

Entrepreneur Kevin Ashton initially coined the term internet of things, or IoI, in 1999, and
gradually it has become an important field of practice in information technology. Though
it is important to note that the technology rapidly emerged and grew in past decade. In
2011 Gartner reported that IoI' was one of the latest technologies; thereafter the growth
of the Iol was noticeable. In the recent past, the abbreviation IoI became popular as the
emerging technology is applied to various kinds of objects. Industrial machines become
wearable devices with the help of IoT. Ashton played a leading role in IoT development
under the auspices of Auto-ID Center at Massachusetts Institute of Technology. Many
experts initially called it “embedded internet,” and today it is embedded in our daily lives.
There is no universally accepted and perfect definition of the internet of things; various
experts viz. scientist, academician, researchers, practitioners, engineers, developers and
industry persons define it differently [23, 24].

The internet of things is an open and comprehensive network of objects that are capa-
ble of decision making, data and resource sharing, intelligent computing, and manu-
facturing, connecting intelligent devices with sensors and the internet. The internet of
things is maturing and getting more sophisticated and it is making the world more com-
pletely a global village with various kind of connected objects. Further IoT provides ser-
vices anytime and anywhere using the internet and sensors and it is considered a global
network. This network further is responsible for the human-to-human, human-to-object
or thing, and thing-to-thing communication. With the help of IoT unique identity for
every object can become possible and may be connected and worked accordingly. With
IoT more can be communicated in an intelligent fashion than ever before and “being
connected” becomes possible. Various electronic devices can be connected, viz. servers,
computers, smart phones etc. The internet of things is integrated with sensors and actua-
tors embedded in physical objects, and it also linked by wired and wireless networks
using IP. Due to the increasing components in IoT (refer to Figure 1.1) the services are
changing and improving day by day.

IoT has become an important technology connecting physical and digital components.
The components of the IoT are able to transmit data without human mediators and each
component has a unique identifier (UID). IoT applications can be following types.

Cloud User : Thnigs or
Systems ‘Interface‘ Suabicy ‘ oty . Devices
FIGURE 1.1

Major components of IoT.
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1.6.1 Consumer loT

Consumer-based IoT is dedicated to the consumer only, viz. light fixtures, home appliances,
old-age services, nursing services, entertainment-related activities, and so on [25, 26].

1.6.2 Commercial loT

Applications of the internet of things is very effective and important in different com-
mercial activities, including healthcare, transportation, manufacturing devices, smart
pacemakers, office- or establishment-based monitoring systems, and in the emerging
vehicle-to-vehicle communication, and so on.

1.6.3 Industrial Internet of Things (lloT)

IoT applications in industry launched the industrial internet of things, dedicated to mak-
ing industries more advanced and smarter, viz. digital control systems, statistical evalu-
ation, smart and digital agriculture, and design and development of industrial products.

1.6.4 Infrastructure loT

Applications of the IoI are increasing day by day in the infrastructure sector, enabling the
connectivity of smart cities and organizations in building of healthy and sophisticated
infrastructure with the support of the sensors, management systems, and other intelligent
electronic system support [27, 28].

1.6.5 Internet of Military Things (loMT)

The utilization of the Iol technologies in the areas of defense as well as military sectors
has also been increasing, viz. robots for surveillance and human-wearable biometrics for
combat and so on.

These are the basic types of IoT, and such terminology is increasing. In 2018 about 7 bil-
lion IoT devices existed, and gradually the number has increased to 26.66 billion and it is
expected to grow to about 75 billion by the end of 2025. IoT applications are noticeable in
different sectors, viz. business, commercial ventures, and industries; agricultural, horti-
cultural, and environmental sciences; education, teaching and research, government and
other management-related organizations; healthcare and medical systems; transportation
and tourism; manufacturing organization systems, etc. In diverse areas Iol applications
are possible with wireless internet and embedded sensors with various technology. Due to
the nature and uses of the IoT in different sectors, the Iol architecture (refer to Figure 1.2)
is also changing gradually and thus IoT can be consider as additionally as follows:

* The Internet of things can be treated as valuable in the information technology
age for the development of smarter information solutions with allied technologies.

¢ Cloud computing, data analytics, usability engineering, human computer interac-
tion (HCI) can be considered a valuable technology in respect of IoI support.

¢ Itis sensor dependent, and various grids are connected; further most of these are
renewable [29, 30].

® Machine monitoring sensors are getting intelligent machine and systems develop-
ment support for complete internet-based services and products.
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FIGURE 1.2
The IoT architecture at a glance.

1.7 IoT: Emerging Applications

The internet of things is an internet-based system, digitally connected and controlled;
therefore it is applicable in wider areas, including in efficiency, safety, security, etc., in
diverse areas such as oil and gas, education and training, manufacturing, transportation,
tourism, agriculture, retail and hospitality sectors, etc.

The internet of things and its implementation is an important issue as high organiza-
tional cost can be applicable in the broad areas of IoI. In home automation, smart towns
and cities, and other smart development, IoT is also very important and needed.

In developing the smart home, viz. air conditioning, lighting, heating, security etc., IoT
plays a leading role. Smart devices such as iPhone or iOS are useful in this context, and the
smart building is also an emerging concept and tool of IoT for reducing energy consump-
tion. With the help of IoT, elderly individuals and people with disabilities can use assistive
technology and voice control systems; therefore IoT applications are increasing.

Smarter healthcare is an integrated approach of IoT in healthcare and medical sys-
tems such as collection and analysis of data. Remote emergency services are a core part
of IoT systems. The use of the pacemakers, smart beds, nursing informatics, medical
facilities, and “m-health” (mobile health services) is very important [31, 32]. Different
kinds of IoT-enabled social applications such as vehicle management, traffic control,
electronic toll collection, and infrastructure development & management are very
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FIGURE 1.3
Major using devices of IoT.

important and growing. Thus, IoT has evolved as a need of the hour in almost every
aspect of our life.

In manufacturing IoT is important in identification, processing, and communication. It
is also important for better manufacturing equipment and rapid manufacturing, proper
supply chain management, and smart grid-based systems. The concept of the industrial
internet of things is important but is possible only with proper support from all the stake-
holders and institutions. Day by day the use of electronic products is rising, including
various items, viz. refrigerators, air conditioning, simple computing devices, cameras, or
even a simple blender. Figure 1.3 provides details.

1.8 WSN, Cloud Computing and Internet of Things

Cloud computing is an important concern in modern information technological tools; it
is responsible for the design and development of virtual information technology systems,
including software, applications, information technology infrastructure, operating sys-
tems, platforms, and so on. There are different types of cloud computing:

* public
® private
* hybrid
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Public cloud computing basically uses internet services, which helps in offering cloud-based
tools, techniques, and services [33, 34]. Higher bandwidth and sophisticated internet connec-
tions are an important concern. Private cloud computing is similar to the public offering but
services are normally designed and developed in-house. There are various cloud computing
services based on service models; the major ones are software as a service, platform as a ser-
vice, security as a service, storage as a service, infrastructure as a service, and so on. Cloud
computing is highly connected with the wireless sensor network as both are responsible for
making IT systems remote and wireless. Cloud computing is significant in a developing vir-
tual world. Similar to cloud computing another concept is also significant: big data, or ana-
lytics. The combination of wireless sensor networks and the internet of things is important
since both are dedicated in wireless IT support. The mixture of IoI' and cloud with the WSN
enables the provision of sensor data or sensor event as a service over the internet. Therefore
sensor data can be easily analyzed locally and everywhere with a proper system that con-
nects to the wireless systems [35, 36]. WSN architecture is also advantageous in respect of
mode flexibility, viz. task management, mobility management, power management, and so
on. Refer to Figure 1.4 to learn about more about WSN architecture and core benefits.

Due to the importance and role of the wireless sensor networks and cloud computing (and
partially IoT), sensing as a service and sensor event as a service has emerged. Sensor data
basically is made available to the clients across the cloud and similar type of infrastructure.
These combined technologies are significant for a large number of different applications and
are increasing. Among the basic and core uses few important are the following.

1.8.1 Transport and Tourism Monitoring

There are various places in which systems of traffic control can be supported by WSN-
integrated Iol: license plate recognition, toll way management, normal as well as emer-
gency vehicle management, smarter traffic lights, emergency road management, etc.
WSN-integrated IoI-based devices can collect data and store them in the cloud and make
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FIGURE 1.4
Layers vs. effectiveness of WSN.



Wireless Sensor Network (WSN) Vis-a-Vis Internet of Things (IoT) 11

transportation and traffic systems more effective and modern. In a variety of areas these
collected data are useful, viz. in vehicle classification, collision avoidance systems, auto-
matic toll gates, and others [37, 38].

1.8.2 Military Use

Wireless sensors networks initially were developed to solve problems of military and
defense sector, and gradually it has been recognized as useful in other sectors. Initially it
was for the smart dust concept. Since a wireless sensor network is internet based, therefore
cloud computing uses are important to note.

1.8.3 Weather Forecasting

With the support of cloud computing and big data, wireless sensor network-based devices
integrated with the IoI are able to make weather forecasting systems more useful and
important. WSN-supported sensors basically collect numerous data that help in weather
forecasting [17, 39, 40].

1.8.4 Healthcare

Sensors are effective and useful in data collection and highly important in healthcare and
medical applications. Personal or individual devices, many of them portabl