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Abstract

This paper proposes a hybrid encryption algorithm
using the three-scroll unified chaotic attractor
(TSUCA) and 6D hyperchaotic systems.With the
help of a 32-character key, six highly sensitive initial
conditions have been generated. Out of these six
initial conditions, the first three have been used in
TSUCA, and all six initial conditions have been used

in the 6D hyperchaotic system along with the
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image information for generating the chaotic
sequences. The proposed algorithm involves pixel
confusion and pixel shuffling to acquire a high
security level. Two-level encryption using chaotic
sequences generated from TUSCA and 6D
hyperchaotic systems are used in the encryption
algorithm. To check the efficacy of the suggested
algorithm, standard security tests like key space and
key sensitivity, histogram analysis, correlation
analysis, NPCR, UACI, entropy, noise effect, etc,,
have been performed. The suggested cryptosystem
has shown promising results compared to other

methods, as mentioned in this paper.
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