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ABSTRACT Article information:
This paper introduces a new technique of color image encryption that in-
cludes four stages of bit interspersing and a 4D-hyperchaotic system. At
�rst, the pixel values for di�erent RGB channels of a plane color image
were represented by an 8-bit binary number. The bit interspersing oper-
ation has been implemented on the bit stream generated by considering a
particular block size for each color channel and reshaping it to the original
size. The cipher image was then constructed by performing a bit XOR
operation on the resultant image and the chaotic sequences generated by
a 4D hyperchaotic system. The initial state variables of the said chaotic
system have been developed from a 32-character secret key. This opera-
tion has been repeated three times, considering di�erent block sizes of the
newly generated cipher image after each stage. The main strengths of the
proposed algorithm are the bit interspersing and image-dependent chaotic
key base pixel substitution by bitwise XOR operation. A set of standard
security tests are conducted to test the reliability of the suggested encryp-
tion method. Comparing the crypto-parameters to other recent works, we
�nd that the proposed algorithm is better than the other methods.
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1. INTRODUCTION

The growth of the internet and communication in-
frastructure has increased the volume and variety of
shared data, making it more di�cult for cryptosys-
tem designers to guarantee the privacy of transmitted
information. Many researchers have reported essen-
tial contributions to data security. Cryptography is
a subset of data security systems that encrypts data
before sending it across a network so that only the
intended recipient can decipher it. In cryptography,
keys are essential tools for encrypting and decrypting
information. When both the keys are the same, that
type of encryption is termed symmetric key cryptog-
raphy, and if they are di�erent, it is called asymmetric
key cryptography [1].

In modern cryptography, the encryption algorithm
plays a pivotal role in determining the quality of the

cryptosystem. The more complex the encryption al-
gorithm leads to a robust cryptosystem against at-
tacks. In the last two decades, chaos-based cryptog-
raphy [2] has drawn the attention of researchers as the
pseudorandom sequences produced by such nonlinear
chaotic systems are hard to understand and antici-
pate because of their structural complexity. Stochas-
ticity, sensitivity to their beginning circumstances,
and control parameters contribute to their popular-
ity in such applications. As far back as 1998, Fridrich
came up with the concept of chaotic encryption [3].
Permutation and di�usion are the two main com-
ponents working behind such designs; hence, many
cryptography researchers prefer chaotic systems [4].
In the last few years, using hyperchaotic systems in
cryptography has become more popular than a stan-
dard chaotic system. Hyperchaotic systems are those
chaotic systems that have more than one positive
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