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An improved location mapping and cover synthesis
based data hiding by model SSSP problem generation
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Abstract

Steganography is the art and science of hiding the secret message in a clandestine
communication. Though steganography is an ancient process of data hiding, the methods
are mostly cover modification based and they can’t resist different statistical steganalysis
attacks. So modern no-modification based steganography models have become hot topics
for research. More over during this pandemic era teaching learning process is hugely
digitized and significant amount of study materials are shared through the web. Consid-
ering the advantages of above mentioned scopes, in this paper we have proposed a two-
fold secured cover synthesis technique with an intention of generating a simple cost
effective method for transmission of low payload secret messages. The secret message
bits are mapped in a digital file in the first fold. In the next fold mapped positions are
hidden by synthesizing a model teaching-learning problem like finding the Single Source
Shortest Path (SSSP) problem between a source and a destination vertex of a digraph. So to
extract the message intruders need both the folds even if the existence of any communi-
cation is suspected and hence better security is achieved. We have tested and verified this
novel algorithm in terms of various parameters and found satisfactory results in every case
along with 100% accuracy in embedding success rate and extraction accuracy.
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