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Abstract
Cyberphysical microelectrode-dot-array (CP-MEDA)-based digital microfluidic biochip (DMFB) is attracting more atten-
tion than its predecessor of traditional DMFB. Conventional DMFBs are mostly unable to recover from the errors incurred 
at assay run time, and thus, it leads to unacceptable results. Recent studies have revealed the vulnerability of CP-DFMBs 
to detect malicious intrusions during its design or operational phase. In this paper, we have analysed such vulnerable 
scenarios that have been utilized by the routing-based-synthesis approach on a CP-MEDA. We have also depicted the 
mixing operations based on routing for ensuring better security measures. Various attacking scenarios have been dem-
onstrated on a MEDA-based DMFB, and moreover, checkpoint-based intrusion detection method has been proposed for 
the RBS technique. The effectiveness of our approach is compared with the available benchmark assays. Our proposed 
method has shown significant improvement over the existing state-of-the-art procedures in terms of assay execution 
time and intrusion detection rate.

Keywords  Microelectrode dot array · Routing-based synthesis · Checkpoint · Trojans · Shift movement

1  Introduction

In the recent past, microfluidic biochips are extensively 
used for on-chip implementation of several in vitro bio-
protocols or laboratory assays, usually needed in medi-
cal diagnostics [37]. These lab-on-a-chip (LoC) devices 
have introduced a paradigm shift in DNA analysis, toxic-
ity grading, molecular biology, drug design, automated 
drug delivery, and threat assessment against bio-terrorism 
[35]. It essentially offers a viable and low-cost alternative 
for reducing health care costs of cardiovascular diseases, 
cancer, diabetes, for providing point-of-care (P-O-C) 
health services [36]. These DMFB chips are expected to 
be immensely useful for rapid and accurate diagnosis of 

various diseases including malaria, HIV virus, etc., and for 
mitigating neglected tropical diseases prevalent in devel-
oping countries [31]. DMFB can simplify cumbersome 
laboratory procedures by manipulating fluids at nanolitre 
( 10−9 ) or picolitre ( 10−12 ) volume scale [32] with minimal 
human intervention. Thus, it leads to high throughput, 
sensitivity, and accuracy of test results compared to tradi-
tional benchmark procedures [18, 20].

In recent years, MEDA-based DMFB architecture has 
been proposed in [24, 41, 42]. Each MEDA-cell consists of a 
group of micro-electrodes or a sea-of-microelectrodes and 
an activation circuit [13]. Similar to a dot-matrix printer, 
the dynamic grouping of microelectrodes have been 
done to form various shapes and sizes of the droplets on 
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a MEDA-based DMFB. It can be activated simultaneously to 
perform microfluidic operations by controlling the associ-
ated activation circuits. Sensing response time for MEDA 
(10 ms) is attractively high relative to the conventional 
DMFB [43] (30 s) due to the combination of active CMOS 
logic integrated circuits with each microelectrode [13].

Integration of cyberphysical paradigm to DMFBs can 
be analysed in the various phases of a DMFB design flow. 
The flow can be compromised by an attacker that leads 
to undesirable consequences [4]. CAD tools are utilized 
to convert a high-level assay specification into an actua-
tion sequence that accomplishes the biochip synthesis 
[38, 39]. The intrusion of malicious components (Trojans) 
in the foundries is quite common [22]. During fabrication 
procedure, intellectual property (IP)-based CAD tools are 
usually procured from different third-party IP (3PIP) ven-
dors. Malicious components having such a characteristic 
are commonly termed as Hardware Trojan Horses (HTH).

In this work, we have proposed a MEDA-based routing-
based-synthesis (RBS) method and a routing path altera-
tion procedure in case of a malicious attack on RBS. In the 
RBS method, the entire synthesis is accomplished without 
using any dedicated mixing modules on the chip. All mix-
ing operations of a bio-protocol are performed based on 
different shift patterns [8]. We have found out the mixing 
completion time using Lagrange’s interpolation formula 
[8] and also proposed a new shift pattern for MEDA bio-
chips. The results on the benchmark data sets depict that 
the proposed method has significantly reduced the overall 
synthesis time and space consumption on the chip. How-
ever, the efficiency of routing has been increased by many 
folds in this method, as all mixing operations are based on 
diffusion model [33]. Also, several attacking scenarios are 
demonstrated for entire method on a MEDA-based DMFB. 
The effectiveness of our technique is established by com-
paring the results with available benchmark assays. We 
have shown much faster assay execution rate compared 
to module-based synthesis by adopting the proposed RBS 
methodology. It is also shown that the checkpoint-based 
intrusion(error) detection rate is quite significant based on 
the proposed technique.

The key contributions of our paper are as follows: 

i)	 In this work, we have proposed a novel approach for 
the bio-synthesis procedure that would reduce the 
bioassay completion time and ensure better security.

ii)	 A novel 450-shift movement (diagonal movement) 
approach only for the MEDA-based biochips has 
been discussed. Also, its mixing capability for the RBS 
method has been incorporated.

iii)	 We have also proposed an approach for analysing 
checkpoint-based error detection and recovery mech-
anisms to mitigate such attacks.

The remaining manuscript is structured as follows: In 
Sect.  2, we have discussed the motivation behind the 
project. In Sect. 3, the preliminary concepts of MEDA bio-
chips basic construction, droplet manipulations, synthesis 
steps, and threat model for DMFB have been discussed. The 
enhanced routing-based synthesis (RBS) mechanism is pre-
sented for MEDA biochips in Sect. 4, where we have to com-
pute the time steps required for each directional shift and 
their corresponding mixing completion percentage. Two 
different types of mixing modules are also presented in this 
section. In Sect. 5, a new kind of 8 × 8 assay architecture is 
given for PCR bioassay chip along with illustrative exam-
ples for the proposed method. Finally, the synthesis pro-
cess using RBS and checkpoint-based security approach for 
RBS is given in Sect. 6. Section 7 represents the simulation 
results in detail and finally, in Sect. 8, we have concluded.

2 � Motivation

Our primary motivation behind the MEDA-based biochip is 
due to its flexibility compared to the conventional DMFB. 
Fluidic procedures like routing, mixing, splitting, merging, 
and detection on MEDA-based biochips can be finished in 
considerably less time compared to conventional DMFBs. 
Droplet routing time is very much relevant which is not 
considered in earlier works [29, 44]. A droplet can move in 
any direction, and highly integrated microelectrode cell (MC) 
acts as sensors for detecting an error that occurs during the 
synthesis procedure. A fixed module is placed on the array, 
and the entire mixing is done over that fixed module. Maxi-
mum cells remain unused at the time of mixing. The security 
implications of MEDA for the implementation of experimen-
tal setups and laboratory schedules on remotely accessed 
robotic systems are the other important motivations for 
research. In recent years, a few works have been developed 
in remotely control laboratories for the implementation of 
biochemistry protocols [1, 2]. Cyber protection remains a 
major concern to date as these protocols are downloaded 
to remote servers. Over the next few years, these are pro-
jected that automated laboratories will be miniaturized to 
MEDA-based lab-on-chip. Security issues for such laboratory 
automation systems are therefore also important to emerg-
ing MEDA. A high-level synthesis flow diagram for MEDA bio-
chips [25] is shown in Fig. 1 where a unified priority control-
ler, scheduler, placer, and the router are entreated. Reservoir 
locations are primarily allocated using reservoir placer.

MEDA presents the slanting development of droplets 
that gives a more prominent level of opportunity con-
trasted with customary DMFBs where bead development 
is restricted to the “horizontal” and “vertical” movements. 
This level of opportunity can be misused for more pro-
ductive bioassay execution. Due to the incorporation of 
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dynamic CMOS rationale, detecting can be done anyplace 
on a MEDA-based biochip [4], and the reaction time for 
detecting (10ms [5]) is a lot more modest contrasted with 
that required on a regular DMFB (e.g. the 30s, as revealed 
in [7]). The sensors must be coordinated in explicit territo-
ries of the biochip that makes the present DMFBs disad-
vantageous. MEDA permits far greater adaptability as a 
sensor can be coordinated beneath each electrode.

The bioassay synthesis on a MEDA biochip is performed 
through the co-optimize operations like module binding, 
scheduling [19], placement, and routing [39] as shown 
in Fig. 2. Complete design flows for MEDA biochips have 
been made possible with help of extensive research. As a 
result, the biological assay can be represented in a high-
level languages termed as biocoder [5]. Indeed, automated 
protocol synthesis and realizations for MEDA biochips 
design performed a significant level of sophistication 
in recent times using architectural and physical synthe-
sis tools [38, 39] which are being widely used across the 
biological-Loc industry. An automated horizontal custom 
MEDA biochips design flow is shown in Fig. 2.

3 � Preliminaries

3.1 � Microelectrode dot array‑based biochips 
architecture

In a MEDA biochip, various kinds of biomedical sample 
droplets in micro-/nano-volume have lied on a series of 

controllable micro-electrodes. Blood, serum, urine, and 
saliva are mainly taken as sample droplets which are sand-
wiched in between two parallel glass plates as shown in 
Fig. 3. Silicone oil is used as a filler medium. The bottom 
plate consists of highly integrated micro-electrodes, and 
the top plate of the entire chip is used as a ground elec-
trode. The droplet will therefore be moved horizontally, 
vertically, or diagonally using the principle of ‘electrowet-
ting-on-dielectric’ (EWOD) [16]. As compared with conven-
tional DMFBs, MEDA biochips have the real-time capacitive 
sensing property called “droplet-property sensing” and 
trace the location of the droplet using the “droplet-loca-
tion sensing” property [46].

3.1.1 � MEDA architecture

MEDA biochips are comprised of several regular EWOD 
microfluidic components called dot array microelec-
trode. Compared to the standard biochips, MEDA ≈ 9 to 
16 times smaller unit microelectrode cells than those used 
by normal DMFB [13]. Advanced MEDA architecture allows 
efficient reconfiguration and has also carried out various 
forms of fluidic operation on the chip, such as sorting, 
blending, slicing, and dilution [9].

Droplet size depends upon the number of microe-
lectrodes on which a droplet is resting. To indicate the 
position of the droplet (in the sea of micro-electrodes) 
[27], one reference point R is fixed at the corner micro-
electrode on which droplet is lying, red colour point as 

Fig. 1   Synthesis flow for MEDA-based biochips [25]

i1 i2 i3

m1 m2

d1

i4

m3

(a)

i1 i3

W

i4i2

o/p

(b)

0

4

8

12

20

i1 i2 i3 i4

m1 m2

m3

d1

(c)

i1 i3

W

i4i2

O/PD

Routing

D
etection

W
as
te

(d)

Fig. 2   Synthesis steps on a cyberphysical MEDA biochips
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shown in Fig. 4a. H is the height and W is the width of 
the droplet. B is called bounding width, which signifies 
the minimum distance required to separate two droplets 
as shown in Fig. 4. A droplet can dynamically change its 
droplet aspect ratio during routing [27] by grouping mul-
tiple microelectrodes so that functional electrodes are 
formed. A typical microdroplet with 4 × 4 shape is shown 
in Fig. 4a, and four droplets of different sizes 2 × 2 , 6 × 4 , 
4 × 4 and 6 × 6 are occupying 4, 24, 16, and 36 micro-
electrodes, respectively, are depicted in Fig. 4b. We have 
mainly considered the typical microdroplet with 4 × 4 
shape for our entire synthesis process. The droplet that 
lies on the sixteen microelectrodes and thirty-two micro-
electrodes are required to route from one cell to another 
cell like conventional DMFB.

3.2 � Various kind of routing constraints

In the proposed RBS method, contamination-free routing 
is our prime concern because the entire mixing (dilution) 
is performed using droplet routing. One single droplet 
can lie on series of micro-dot arrays. If we have assumed 
that initially, the size of all droplets is the same. If it can 
utilize a single cell in DMFB, it is equivalent to 9 or 16 cells 
in MEDA [15]. Two types of fluidic constraints are main-
tained for fault-free routing: One is static and the other is 
the dynamic fluidic constraint.

Minimum microelectrode gap required at any time 
instant ‘t’ between two droplets Dt

i
 and Dt

j
 is called static 

fluidic constraints, where j ∈ i but j ≠ i . The width of two 
mixer droplets Dt

i
(x, y) and Dt

j
(x, y) is Wj and Wi , respec-

tively. We have assumed that the width of the droplets is 
same, i.e. Wi = Wj=W. To satisfy the static constraint which 
is given by the equation, two droplets should maintain the 
gap.

Similarly, during dynamic movements of the droplets at 
the very next time instant (t+1), the minimum microelec-
trode gap required between two is named dynamic fluidic 
constraints. To satisfy dynamic fluidic constraints, mini-
mum space required between two droplets Dt

i
 and Dt

j
 with 

coordinate values (Xt
i
,Yt
i
) and (Xt

j
,Yt
j
) , respectively, at time 

instant t or next (t+1) has to be ≥ (W+1).

3.3 � Threat model for CP DMFB

To improve the performance of the biochips and give 
the scope of efficient error-recovery for the biochips, 
cyberphysical inclusion attracts various possible attacks 
to the DMF chip at the same time. The malicious bioco-
der/designer manipulates the result of the assay conse-
quence and separates the assay conditions [3]. Further, it 
will modify the concentration of the sample, incubation 
time, and mixing time. Various kinds of such attacks are 
listed in Table 1. Examples of such attacks in cyberphysi-
cal system like stealth attacks, replay attacks and covert 
attacks [6] are the example of static attack [30]. They lead 
to output attacks that are consistent with the measure-
ments equation, system dynamics, and reset the meas-
urements and measurements can be cancelled, respec-
tively. If the placement is finished, the routing algorithm 
decides the optimum path of the individual test opera-
tion droplets according to the schedule constraints. It 
also takes into account fluidic restrictions, such as the 
microelectrodes gap between two droplets, to avoid 
unintended mixing of two or more than two droplets. 
The output of the droplet routing step is the actuation 
sequence that stores the droplet movement control 
information at each step. False data injection attacks are 
dynamic considered as a special type of output attack 
rendering an unstable mode (if any) of the system unob-
servant [34]. Apart from the above-mentioned attacks, 
some other attacks [3] explicitly can happen to a CP-
DMFB due to the following reasons: 

(a)	 Malicious Bio-coder/Designer of the DMFB
(b)	 Malicious CAD tool vendor (third parties)
(c)	 Denial of Service attack due to hardware Trojans
(d)	 Attacks on test results manipulation
(e)	 Attacks on Control Software
(f )	 Violating the minimum spacing between droplets
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(g)	 Malicious modification of droplet route

3.4 � Completion time

The experimental results were carried out by Paik et al. [33] 
to show the time needed for different mixing modules. 
Laboratory tests on different mixing modules were con-
ducted in [33], and a module library has been prepared for 
conventional DMFB, which is available in Table 2.

4 � Problem formulation

We are considering the PCR bioassay [23] and a 8 × 9 
traditional module-based biochip as shown in Fig. 5 for 
problem formulation. To accomplished first layer of PCR, 
4 mixing modules ( M1 , M2 , M3 , and M4 ) of two 1 × 4 , 2 × 3 
and 2 × 4 mixer-unit, respectively, had been placed on the 
DMFB chip. Two mixing operations M1 , M2 are performed 
on 1 × 4 mixer-units simultaneously and also M3 , M4 have 
run on 1 × 4 and 1 × 3 mixer units, respectively. Then, M1 , 
M2 will be completed in 4.6 sec (the time required for 100% 
of 1 × 4 modules shown in Table 2), but M3 , M4 operations 
will take 2.9 sec. and 6.1 sec, respectively. The next layer 
of PCR M5 is the mixing of M1 and M2 ; thus, M5 can directly 
start after 4.6 sec, whereas M6 can begin after the com-
pletion of M4 (6.1 sec.). Now if someone has to consider 
1 × 4 and 2 × 4 mixer-unit (faster mixing units present on 

the chip) for M5 and M6 , respectively, the minimum time 
required for mixing completion is 7.5 sec. and 10.6 sec, 
respectively.

It is also evident that M7 can only be done after 
13.6 ≈ 14sec. The completion time of the PCR assay thus 
requires 14 secs in module-based DMFB ignoring the time 
needed for other operations such as separating, merging, 
and droplet identification, in addition, to match the first 
layer of the PCR sequence graph (G) with 4 parallel mixing 
operations (nodes) as applicable. No other way will the 
modules be mounted on a 8 × 9 ( 72 × 16 microelectrodes 
≡ 1152 microelectrodes, if we consider one cell used for 
conventional DMFB is equivalent to 16 microelectrodes 
for MEDA) chip size over the module sizes to provide 
more free cells for other operations. Of the 72 cells (1152 
microelectrodes) in all, there are only 9 cells (144 micro-
electrodes) required for other operations such as iden-
tification, dispensing, etc. Therefore, the module-based 
approach to synthesis required more synthesis time and 
suffered more operating costs in case of an error.

4.1 � Routing path alteration attack on RBS process

The possible chances of an attack on the routing path via 
alteration of routing of a previously scheduled droplet [12] 
(actuation sequences) increased numerously. There could 

Table 1   Various attacks in cyberphysical domain [6]

Sl.No. Attack type Mode of attack Error caused Possible prevention

1 Stealth attack Static Incorrect output Maintain timeliness
2 Replay attack Static Error in the system, Reset 

measurement
To control the movement of direction

3 Covert attack Static Wrong measurement Proper choice of output
4 False-data injection Dynamic System failure Constant observation On system

Table 2   Different mixer-unit and their corresponding mixing com-
pletion time [33]

Various kind module size 
and Bioassay operations

Number 
of cells 
required 
for DMFB

Number 
of micro-
electrodes 
required for 
MEDA

Operation 
completion 
time (s)

1 × 4 Mixer array 4 64 4.6
2 × 2 Mixer unit 4 64 9.95
2 × 3 Mixer unit 6 96 6.1
2 × 4 Mixer unit 8 128 2.9
Dispensing unit 2
1 × 1 Detection unit 1 16 30
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Fig. 5   PCR assay synthesis on a conventional 8 × 8 DMFB biochips
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be various reasons for which routing path alteration attack 
occurs.

CASE 1, During the fabrication process Trojans en-
grafted on biochips

Modification of high-level assay specifications/
sequence graph (G) and low-level electrode actuation 
sequences can lead to denial-of-service (DoS) attacks. We 
focus our attention purely on the MEDA biochip itself, and 
on the attacks that can be considered a form of hardware 
Trojan [12] on RBS process.

CASE 2, Trojans embedded in Third-Party Vendor’s 
Routing files

Intrusion can be made through the control software, 
and point-of-care embedded systems are physically 
vulnerable to modification. As a result, the actuation 
sequence of the biochips can be modified and that will 
bring other malicious droplets into the RBS mixing path. 
We have primarily considered routing file modification 
attack, which leads to actuation sequence alteration in 
the present work.

5 � Proposed approach of mixing

An efficient routing-based synthesis (RBS) process has 
been proposed to ensure less time required for the bioas-
say completion compared to the existing methods. The 
technique also ensures the adaptation of better security 
measures on the chip based on the checkpoints.

There are two types of modules present in MBS 
method which is represented as 1 × N (linear array of cell) 
and 2 × N (two-dimensional array) as a display in Figs. 6 
and 7, respectively, where N ∈ ℤ

+ and the values of N 
lies between 2 to infinity. To determine the entire syn-
thesis completion time, we have to find out the mixing 
completion percentage of each shifting movement. Sup-
pose the frequency (f ) of the entire system is chosen 16 
Hz as mention in [33]. As we know, f is inversely propor-
tional to time. Then, the time (t) required to move ith 
droplet Di from its current coordinate position Di

x,y
 to any 

of one of its adjacent eight electrodes is 0.0625 sec, 
where i ∈ ℤ

+ and (x,y) is the coordinate position. There 
are three types of shift movement present in general in 

a traditional DMFB. Type-I 00 , Type-II 900 , and Type-III 
1800 are generally termed as zero-degree, ninety-degree, 
and one hundred eighty-degree shift movements, 
respectively. Now the 00 movements can be categorized 
into two types. 00

1
 and 00

2
 (one zero-degree drift and two 

consecutive linear zero-degrees drift, respectively) pre-
sent in 1 × 3 , 2 × 3 and 1 × 4 and 2 × 4 MBS framework, 
respectively.

Only 1800 shift movement can be accomplished 100% 
mixing in 1 × 2 modules [33]. The entire mixing comple-
tion time (frequency of the system taken as 16 Hz [33]) 
for 1 × 2 module is equivalent to 17 sec. So the number 
of shift required for 100% mixing is 17

0.0625
 = 272 steps. 

Similarly, the number of 900 shifts required for 2 × 2 
modules (Total mixing time = 9.95 sec. [29, 33]) is 9.95

0.0625
 

= ⌈159.2⌉ ≅ 160 steps (round up the value with the pes-
simistic assumption). It has been shown that due to flow 
reversibility present in 1 × N frame work [29], we have 
chosen the next bigger module 2 × N framework for RBS 
method. In the presence of multiple pivot points 2 × N , 
it will accelerate the entire mixing process and it also 
takes a lesser mixing completion time as compared to 
1 × N framework.

Now we can compute the mixing percentage for a sin-
gle step of 900 shift. With the help of 160 steps 900 shift 
movement can accomplish 100% of mixing. One single 
step of 900 shift can accomplish is equal to 100

160
 ≅ 0.625% of 

mixing which is shown in Table 3. From Table 2, the time 
required to accomplish 100% mixing in 2 × 3 and 2 × 4 is 
6.1 and 2.9 sec, respectively. In these two mixing modules, 
entire mixing operation has been done with the help of 900 
and 00 shift movements.

Now, we have to consider 2 × N mixing modules as 
shown in Fig. 7 to calculate the mixing percentage of a sin-
gle or multiple 00-shifts. Figure 7b represents a 2 × 3 mod-
ule in which one 00-shift is followed by two consecutive 
900-shift or vice versa repeated simultaneously until the 
completion of 100% mixing. Total numbers of time steps 
required for 2 × 3 module are 6

0.0625
 equal to 96. Hence, one 

single 00-shift can accomplished ((100−(64×0.625)))
32

 = 1.875%. 
Similarly from 2 × 4 mixing module, we can compute (00

2
) 

(consecutive two zero degree shift) which is equal to ≈ 7%.
Similarly, the percentage of completion mixing for dif-

ferent linear shift motions (00
1
 and 00

2
) and 900-shifts is also 

1800

1800

(a) 1× 2 mixing
module
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00 1800

(b) 1×3 mixing mod-
ule

00 001800

00 00 1800
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Fig. 6   Different types of modules present in 1 × N mixing structure
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determined from the 2 × N mixing system and the results 
are shown in Table 3.

5.1 � Proposed mixing architecture

It has been seen that more numbers of a straight run 
(consecutive 00-shifts) can accelerate the mixing comple-
tion time or rather say increase the percentage of mix-
ing on traditional as well as MEDA biochips. If we have 
compared between two existing mixing modules 1 × 4 
and 2 × 2 , both are acquired an equal number of cells but 
the time required to accomplished 100% of mixing 1 × 4 
module can take lesser time than that of 2 × 2 module. It 
entrenched the fact that to increase the mixing percent-
age different shift patterns are responsible. Hence, overall 
synthesis time for MBS method [33] decreases if mixing in 
done only on mixing module present in 2 × Nmax. frame-
work, where Nmax. is fixed at 4. This is also a drawback for 
MBS method.

To remove such kind of limitation in MBS, 2 × N frame-
work is being considered for our RBS method, where 
Nmax. ≥ 4 . Extending the value of N is very much desire 
for RBS method. Hence to find out the completion time 
required for the entire dilution, first we have to compute 
00
3
 , 00

4
,....,00

n
 , where n ≥ 2 and n ∈ ℤ.

Our intention is to achieve more numbers of linear 
shifts; with this regards, we have to find out the next 
bigger mixing patterns present in 2 × N framework. To 
minimize the mixing completion time, we have required 
such kind of shift pattern, where N must be greater than 
4. Lagrange’s interpolation formula [8] is applied to com-
pute the probable completion time required for mixing 
(dilution) in the very next bigger mixing 2 × N framework. 
Now we have considered x0 , x1 , x2 , x3, ..., xn as the values 
of N on 2 × N framework and y0 , y1 , y2 , y3, ..., yn denotes 

mixing completion time. Hence, the layout is shaped using 
Lagrange’s interpolation formula as follows:

From Eq. 4 it has been seen that the values of L(x) are para-
bolic polynomial in nature. By taking the first derivative 
of L(x), i.e. L�(x)=(x-6.5), we can see that minima exit -6.5, 
and the value of vertex is present in -0.125. According to 
that time required for 2 × 6 , 2 × 7 mixing modules (where 
4 and 5 straight runs present) for entire dilution is zero. For 
practical experiments this is an infeasible situation.

Using the curve fitting method, we have fitted the curve 
by simulating 1000 times (fewer data points available) on 
a curve-fitting simulator and a more negative estimation 
of mixing time in different modules was considered to suit 
the curve correctly. Repeated tests provided a more realistic 
calculation. We may use the trend contained in the curve fit-
ted values and observe the underlying error characteristics 
using the Gaussian distribution. It is also easy to say that the 
probability density for the Gaussian distribution [7] to find 
the true values around the actual is as follows:

Equation 5 represents the probability that a given meas-
urement will have a value x. The probability that the meas-
urement falls between x and x + dx is given as P(x)dx. Since 
measurement will have some value on the real number, it 
follows that 1 = ∫ ∞

−∞
P(x)dx . There are a number of obser-

vations that can be made to find 5; the function which is 
symmetric with respect to � = x . It decreases more rap-
idly with smaller � . The standard deviation is a measure of 
when we report the average value of N measurements, the 
uncertainty we should associate with this average value 
is the standard deviation of the mean � , often called the 
standard error ±� . Now � =

√
(x − �)2 , error observed by 

(4)

L(x) =

k∑

j=1

yj lj(x)

where,

lj(x) =
∏

0≤m≤k,m≠j

x − xm

xj − xm

=
x − x0

xj − x0
...
(x − xj−1)(x − xj+1)

(xj − xj−1)(xj − xj+1)
...
x − xk

xj − xk

L(x) =
(x − 3)(x − 4)

(2 − 3)(2 − 4)
∗ 10 +

(x − 2)(x − 4)

(3 − 2)(3 − 4)
∗ 6

+
(x − 2)(x − 3)

(4 − 2)(4 − 3)
∗ 3

L(x) = 0.5x2 − 6.5x + 21

(5)P(x) =
1√
2��2

e
−

(x−�)2

2�2

Table 3   Percentage of mixing completion for individual shift-
movements

Shift
movements

Rate of completion in
1 × N structure (in %)

Rate of 
comple-
tion in
2 × N 
structure 
(in %)

(1800) 0.367 –

(900) – 0.625

(450) NA 0.745

(00
1
) 0.63 1.875

(00
2
) 4.16 5.125

(00
3
) – 5.946

(00
4
) – 5.929
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a single experiment. Hence, the error % is � ≤ 0.02 which 
is less significant and we derive the L(x) as follows:

It has been observed from Equation No. 6 that the mixing 
completion time increases till N = 6 and it repetition shows 
after N ≥ 7 as shown in Fig. 9. We have therefore proposed 
a novel mixer architecture as 2 × N framework. The mixing 
patterns are given in Fig. 8 where a droplet may run three 
or four consecutive linear shift movements for mixing.

On MEDA-based biochips, each droplet has some flex-
ibility to move 450 or 600 in the bioassay. So, we have to 
find out the mixing percentage of completion for that 
particular movement. We have already derived the mix-
ing completion of 1800 and 900 . Using these two values, 
we can calculate the percentage of mixing for 450 or 600 
movements as given below.

Putting the value of x as 45 and 60 for 450 and 600 move-
ments, respectively, we have got the value of 0.745% and 

(6)

L(x) =
(x − 3)(x − 4)

(2 − 3)(2 − 4)
∗ 10.2 +

(x − 2)(x − 4)

(3 − 2)(3 − 4)
∗ 6.4

+
(x − 2)(x − 3)

(4 − 2)(4 − 3)
∗ 3.7

L(x) = 0.55x2 − 6.5x + 21

L(x) =
x − 90

180 − 90
∗ 0.37 +

x − 180

90 − 180
∗ 0.625

= 0.0041x − 0.37 − 0.007x + 1.25

L(x) = 0.88 − .003x

0.7%, respectively, which are more than the 1800 and 900 
moves.

It has been observed that N ≥ 7 amounts, the achieve-
ment of more repetitive motions (patterns) does not 
increase the mixing speed. The execution period is quite 
degraded as seen in Fig. 9. Therefore, after 4 consecutive 
linear shifts (00

4
 , the necessary turbulence is added in our 

shift pattern in the form of a mandatory 450 , 600 and 900 
change which definitely improves the mixing time. In 
Table 3, the respective mixing completion percentage 
for 450 , 00

3
 and 00

4
 is also provided in violet colour. Total 

of mixing finish after 1, 2 or more 00-shifts are seen as 
SRsum(n) =

∑n

i=1
00
i
 , where i ∈ ℤ

+ and SRsum(n) is denoted 
as Straight Run mixing percentage after consecutive nth 00 
shift. Thus, we can increase the shift movement by increas-
ing the value of n and find the mixing completion for a 
consecutive straight run which are as follows:

Here 00
1
 denoted as single 00-shift from one cell to another 

cell, similarly 00
2
 signifies two zero degree move. In the 

same manner we have represented 00
3
 , 00

4
 , ..., 00

i
.

The proposed shift patterns in the RBS mix-
ing system used these shift patterns to different 
precedence order. They were built-in descending 
order according to their percentage of mixing as 
00
4
> 00

3
> 00

2
> 00

1
> 450 > 900 > 1800.

According to RBS, if a 00
1
-shift is open, then the droplet 

appears to achieve more consecutive straight-run move-
ments 00

2
 , 00

3
 or 00

4
-shift in a greedy way before a collision 

occurs with other droplets or exhausted path (checking 
the assay’s boundary wall) for more linear movement. 
Where both the left and right distances are equal as 
described in the pseudo-code shown in Fig.10, depend-
ing on the cell coordinate location. The droplet moved up 
and right, co-parenting its child [8] in the next sequencing 
graph step.

SR
sum

(1) =00
1
= 1.875

SR
sum

(2) =00
1
+ 00

2
= (1.875 + 5.125) = 7

SR
sum

(3) =00
1
+ 00

2
+ 00

3
= (1.875 + 5.125 + 5.946) = 12.946

SR
sum

(4) =00
1
+ 00

2
+ 00

3
+ 00

4
= (1.875 + 5.125 + 5.946 + 5.929) = 18.875

00
1 00

3900

90
0

900

90
000

2

00
100

200
3

(a) 2×5 module

900

90
0

900

90
000

1 00
300

2

00
100

200
3

00
4

00
4

(b) 2×6 module

00
1 00

3450

45
0

450

00
2

00
100

200
3 45

0

(c) 2×5 module

00
1 00

4450

45
0

450

00
2

00
200

300
4 45

0

00
3

00
1

(d) 2×6 module

Fig. 8   2 × 5 and 2 × 6 mixing module

Fig. 9   Time required for 100 
% completion of mixing using 
different 2 × N mixing units
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Sequential graph (G), routing constraint ( � ), maximum 
array size (A) and source–target of each net have been 
initialized in the first phase of the Algorithm 1 shown in 
Fig. 10. Time steps after each movement are automatically 
updated, and it also checks the error (in terms of intrusion) 
after 16th-time steps. If there is any error find, it will auto-
matically initiate the roll-forward module and go to the ini-
tial level. Hence, the proposed algorithm (Fig. 10) chooses 
the priority movement from the set of shift_movements 
( � ). The droplet can take four consecutive 00-shift from its 
current position obeying routing constraint ( � ). It will take 
a necessary 450 move after completion of four consecu-
tive 00 shift movements. After successful completion of 100 
percent mixing, it will call Mix_Set algorithm for splitting 
and merging of two droplets according to the sequential 
graph (G).

–	 The new mixer droplet formation algorithm is given in 
Fig. 1, in which tearing the mixer droplet retains the 

routing protocol ( � ) and concerns about the assay mar-
gin ( � ) (boundary wall of the assay through which it is 
properly split out). Primary goal of our newly proposed 
Algorithm 2 is to protect accidental mixing between 
any random droplets. In the previous Algorithm [10], 
routing constraints and boundary wall concepts were 
not considered.

–	 Completely mixed droplets are divided into two identi-
cal droplets and prepared to be combined with another 
reagent or sample droplets according to sequence 
graph (G). Hence, we have computed the co-coordi-
nates (x,y) of all the co-parents of the mixer droplets. 
Minimum Euclidean distance (ED) between all the 
co-parents is selected as the target microelectrodes, 
and the corresponding droplets are redirected to that 
target electrodes as shown in Fig. 1. In conventional 
DMFB [10], minimum distance is found with the basis 
of Manhattan distance.

–	 Merging of two mixer droplets at the very next step of 
the scheduling graph is based on the minimum Euclid-
ean distance between them. Effective completion of the 
merger of two droplets would initiate Algorithm 1 if it is 
not in the last stage of the scheduling graph. The mixing 
was started again for the next synthesis stage according 
to the sequence graph (G), and the process continues 
until the entire synthesis process would completed.

–	 Detection unit was not present in the previous algo-
rithm [10]. After successful completion of the schedul-
ing graph, the mixer droplet must be tested using a 
detection module that is incorporated in the current 
version of Algorithm 2.

In RBS, we have attempted to adopt the most efficient mix-
ing trends of a module of 2 × 6 . The droplet has to take a 
necessary 450 or 900-shift for every 00

4
-shift. In the following 

example, the minimum time steps (t) needed in RBS for 
mixing completion are given.

Example If we have assumed 16 Hz operating fre-
quency of the chip, the minimum number of time-steps 
required for full mixing completion (100%) is 27t where 
t= 1 time-step.

As per the proposed RBS method, the maximum 
amount of mixing completion can be achieved by the 
00
1−4

-shift (18.875%), which consists of four consecutive 
straight runs of the mixer droplet. After having a 00

4
-shift, 

it is mandatory to take an 450 or 900-move before acquir-
ing another linear movement ( 00

4
 , 00

3
 , 00

2
 or at least a 00

1
 ). 

Now, from Table 3 it is seen that one 00
4
 along with one 

900 −move can accomplish 00
4
 + 900 ⇒ (18.875 + 0.625)% 

= 19.5% of mixing completion. Hence, remaining mixing 
to be accomplished = (100-19.5)% = 80.5%.

Again from Table 3, it is evident that the fastest possi-
ble remaining mixing can be completed if the remaining 

Fig. 10   Pseudocode for routing based synthesis on MEDA biochip
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mixing pattern consists of 00
4
 and 900-shift only for con-

ventional DMFB as well as 00
4
 and 450-shift for MEDA bio-

chips alternately one followed by the other as shown in 
Fig 11a and b. If such a shift pattern can be set for the 
remaining mixing on the chip (without considering the 
routing congestion among different mixing paths), then 
total mixing completion in 1st cycle is computed for DMFB 
and MEDA, respectively. In Fig. 11a and b, 00

4
 , 900-shifts and 

00
4
 , 450-shifts are, respectively, represented by blue and red 

colour in 1st cycle and by green and red arrow for the 2nd 
mixing cycle.

T h e  m i x i n g  c o m p l e t i o n  f o r  D M F B  a n d 
MEDA computed for the first cycle and that 
i s  (00

4
+ 900 + 00

4
+ 900 + 00

4
== 78%  a n d 

900 + 00
4
+ 900) = 78.48% , respectively. The time required 

for 78% or 78.48% of mixing is 4*(4t) + 4*(t) =20t, where t = 
1 time-step. As we can see that due to 450-shift, MEDA mix-
ing percentage is slightly greater than the conventional 
DMFB. The total time or movement required to accomplish 
the 100% mixing of a mixer droplet is 27t steps as shown 
in Fig. 11a and b.

We can also choose 00
3
-shift or 00

2
 or 00

1
-shift in our shift 

pattern. To get the scenario, we have to delete the 00
4
-shift 

(the 4th linear shift) from Fig. 11a and b. In place of that we 
must need to insert one 450 or 900-shift and then again we 
may search for 00

4
-shift if available. In any case the present 

4th shift in the sub-cycle which is now ( 450 or 900 ) always 
accomplish lesser amount of mixing (Mix_percentage) 
compared to 00

4
 alone. Hence, in any case, minimum steps 

required will be 27t and the optimum shift patterns are 
shown in Fig. 11a and b.

6 � Synthesis process using RBS

In RBS method, we have proposed different shift pattern 
based on which mixing operations are accomplished. The 
percentage of mixing completion for each shift-movement 
is shown in Table 3. Also in RBS method precedence of 
choosing various shift-movement is as follows:

O0

4
-shift > O0

3
-shift > O0

2
-shift > O0

1
-shift > 450-shift > 900

-shift > 1800-shift.
In RBS process a new shift pattern ( 450-shift) is incorpo-

rated only for MEDA biochips, unlike conventional DMFB. 
In the present work, the RBS method is used to incorporate 
checkpoint-based intrusion detection effectively.

6.1 � RBS‑chip architecture

In Fig. 12, a standard 8 × 8 Application Specific Integrated 
Circuit (ASIC) chip is pictured for example. Here more than 
four mixing operations numbers ( > 4 ) can be performed 
simultaneously in larger chip sizes.

From the patterns of the derived shifts shown in Fig. 11a 
and b, we have proposed unique RBS chip architecture [10] 
(for Mj ≤ 4; for any layer Li∃G ). The re-configurable opera-
tions (mixing) are carried out along the chip’s boundary 
cells, as shown in Fig. 13a. For traditional DMFB, Fig. 13b 
is seen. The MEDA biochips are depicted in Fig. 13c and d. 
The chip’s centre region is left out for non-re-configurable 
operations, such as containing droplet reservoir detection 
units ( Di ), heater and error recovery. Obviously, such an 
architecture eliminates the costs of routing between dif-
ferent stages of a bio-protocol. It would allow for optimum 
operation of the RBS synthesis with a symmetric pattern 
obtained for all mixing operations M1 , ..., M4 for both DMFB 
and MEDA-based biochips.

Tris HCL
(pH 8.3)

KCL
Bovine serum
(albumin)

Beosynucleotide
(triphoshate)

AmpliTag
(DNA)

LamdaDNA

Wash

Waste

Primer

Gelatin

M4M3

M1 M2

Fig. 12   Unique ASIC architecture for � × � PCR Bioassay

00
4

900

00
4

900

900

900
00
4

00
4

00
2

Starting point

900

(a) Minimum steps required for DMFB

00
4
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4
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00
4
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4

00
2
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450
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Fig. 11   Minimum steps required for mixing completion by RBS method
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6.2 � Various mixing layers for PCR 
with the given example

Different PCR stages for mixing shown in Fig. 5 consist of 
a number of Mj operations, where j is denoted from one 
to seven mixing operations. In the first layer of PCR, mixer 
droplet route by RBS method for simultaneous mixing 
operations. M1 , M2 , M3 and M4 mixing steps represented 
by red, green, violet, and blue colours, respectively, which 
is shown in Fig.  13a, b, c and d for a 8 × 8 cells DMFB 
and 8 × 8 × 16 microelectrodes-based MEDA biochip, 
respectively.

A mixer droplet route according to our proposed shift 
patterns from 1st to 17th and 18th to 31st time-step, 
respectively, as shown in Fig. 13a and b shows path. Simi-
larly in Fig. 13c and d the corresponding mixing comple-
tion percentages are computed for MEDA 1st to 14th and 
15th to 27st time-step, respectively. Complete mixing com-
pletion time and corresponding mixing completion per-
centage up to 31st and 27th time-steps for traditional DMFB 
as well as MEDA are given in Table 4 and 5.

The example in Fig. 12 shows the primary arrangement 
for a PCR assay, and Fig. 13a–d represents the respective 
layer 1 mixing patterns that are symmetrical to each other. 
For DMFB the time-steps(t) shifts obtained are given in 
Equation No. 7 and 8.

Table 4 shows the rate of mixing in % with respect to 
time for each shift pattern of a PCR assay. Hence, from 
Fig. 13c and d it has been clear that a lesser amount of 
time required to accomplish 100% mixing completion for 
MEDA-based biochips compared to traditional DMFB is 

(7)
t1 − t17 ∶ 00

4
⇒ 900 ⇒ 00

1
⇒ 900 ⇒ 00

1
⇒ 900 ⇒ 00

3

⇒ 900 ⇒ 00
4

(8)
t18 − t31 ∶ 900 ⇒ 00

2
⇒ 900 ⇒ 00

1
⇒ 900 ⇒ 00

3
⇒ 900 ⇒ 00

4

Table 4   Rate of mixing completion with respect to time in sec., for 
the 1st label of PCR assay on a conventional DMFB

M1 M2 M3 M4 Mixing completion 
(%)

Mixing 
comple-
tion time 
(in s)

00
4

00
4

00
4

00
4

18.875 0.25

900 900 900 900 19.5 0.3125

00
1

00
1

00
1

00
1

21.375 0.375

900 900 900 900 22 0.4375

00
1

00
1

00
1

00
1

23.875 0.5

900 900 900 900 24.5 0.5625

00
3

00
3

00
3

00
3

37.446 0.75

900 900 900 900 38.071 0.8125

00
4

00
4

00
4

00
4

56.946 1.0625

900 900 900 900 57.571 1.125

00
2

00
2

00
2

00
2

64.571 1.25

900 900 900 900 65.196 1.3125

00
1

00
1

00
1

00
1

67.071 1.375

900 900 900 900 67.696 1.4375

00
3

00
3

00
3

00
3

80.642 1.625

900 900 900 900 81.267 1.6875

00
4

00
4

00
4

00
4

100 1.9375

1 2

43

1

1

1

1

2

2

2
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3
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9
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Fig. 13   a and b RBS shift patterns in a 8 × 8 size conventional DMFB chip and c and d for MEDA biochip

computed in Table 5. Shift patterns with escaped time-
steps(t) for MEDA are given in Equation No. 9 and 10.

RBS pattern on highly integrated MEDA-based biochips 
also decreases the overall cost for washing. The cells which 
are common between two or more heterogeneous fluid 
[9] need to be washed on conventional DMFB. Hence, the 
corresponding mixer droplets (after 100% mixing comple-
tion) and their respective coordinate positions in subscript 
form after 28th time steps are depicted on Fig. 13b which 

(9)t1 − t14 ∶ 00
4
⇒ 450 ⇒ 00

4
⇒ 450 ⇒ 00

4

(10)t15 − t27 ∶ 450 ⇒ 00
4
⇒ 450 ⇒ 00

4
⇒ 450 ⇒ 00

2
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are M1(7,5) , M2(4,7) , M3(5,2) , and M4(6,8) . Before starting very 
next layer of PCR mixing operations, we need to split M1 , 
M2 , M3 and M4 mixer droplets and merge accordingly using 
the Split_and_Merge algorithm (algorithm is shown in 
Fig. 14) which will require another 4 time-stamps as shown 
in Fig. 15a–b.

From the sequence graph of PCR, another two mixing 
operations M5 and M6 can be started on 31st time stamp as 
shown in Fig. 15c and it is accomplished at 57th time stamp. 
Similarly, completion of 100% mixing M5 and M6 needs to 
split and merge accordingly to form M7 . Final layer of PCR, 
M7 will be started at 60th time steps shown in Fig. 16a. M7 
needs another 27 time steps to accomplished 100% mix-
ing as pictured in Fig. 16b. Entire PCR assay operation com-
pleted the mixing at 87th time-stamp.

The time needed to accomplished the entire PCR assay 
synthesis is (87 × 0.0625) = 5.4375sec. About 55 percent 

improvement in accordance with DMFB based earlier 
module approaches exists. Similarly, our proposed method 
tested on exiting benchmark assays [11] as well as some 
hard research benches [11], and the results obtained are 
quite impressive.

6.2.1 � Routing route modification attack on RBS cycle

In RBS, the frequency of the routing increases several times 
due to all of the diffusion-based mixing operations [33]. It 
is done by detecting different shift patterns on the chip. 
Also growing are potential chances of routing route modi-
fication attack (RRMA).

CASE 1: For consecutive 4 time steps a mixer droplet will 
take a straight run ( 00-Shift). After that, there has to be a 
compulsory 450 or 900-shift. It happens that the droplet 
runs straight for more than three consecutive 004 ) due to 
actuation sequence modification, as shown in Fig. A 17a. 
We have called a scenario of an attack like “ 00-shift over-
run attack”.

CASE 2: For droplet ’M j’ (Fig. 17b), while space is avail-
able for a straight run but M j has been unnecessarily 

R1

R2 S1

R3

R4

R5 S2

S3

W

WaI/P

O/P

M2

M3

M4

M1

(a) Completion of M1, M2, M3 and
M4 at 27th time-step (t)

R1

R2 S1

R3

R4

R5 S2

S3

W

WaI/P

O/PM1

M1

M2 M2

M4

M4

M3 M3

27
27

27

27
M5

28 29 30

M6

28

29

30

Waste

Routing

Spliting

28

28

28
28

28

28

(b) Split and merge at 30th time-
step (t)

1

1

2

2

3

3

4

4

5

5

6

76

7

8

8

10

101112

11 12

13

13

14

14

R1

R2 S1

R3

R4

R5 S2

S3

W

WaI/P

O/P

9

M6
21 22 23 24

25
26

27

21222324

25
26

27

15

16

17

18

19

15

16

17

18

19

9
M5

(c) Mixing ofM5 andM6 from 1 to
27th time-step (t)

Fig. 15   a–b PCR layer 1 completion and corresponding split_merge steps. c Routing-based mixing paths for M5 , M6 for MEDA biochips

Fig. 14   Algorithm for new mixer droplet formation

Table 5   Rate of mixing completion with respect to time in sec., for 
the 1st label of PCR assay on MEDA biochips

M1 M2 M3 M4 Mixing
completion (%)

Mixing 
completion
Time (in sec.)

00
4

00
4

00
4

00
4

18.875 0.25

900 900 900 900 19.5 0.3125

00
1

00
1

00
1

00
1

21.375 0.375

900 900 900 900 22 0.4375

00
1

00
1

00
1

00
1

23.875 0.5

900 900 900 900 24.5 0.5625

00
3

00
3

00
3

00
3

37.446 0.75

900 900 900 900 38.071 0.8125

00
4

00
4

00
4

00
4

56.946 1.0625

900 900 900 900 57.571 1.125

00
2

00
2

00
2

00
2

64.571 1.25

900 900 900 900 65.196 1.3125

00
1

00
1

00
1

00
1

67.071 1.375

900 900 900 900 67.696 1.4375

00
3

00
3

00
3

00
3

80.642 1.625

900 900 900 900 81.267 1.6875

00
4

00
4

00
4

00
4

100 1.9375
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redirected earlier and has taken a 450 or 900-shift. The 
actuation sequence has been altered in the middle of 00

-shift, and this connection is considered for RBS system as 
“direct run violation attack.”

6.2.2 � Checkpoint‑based attack detection

A malicious droplet detection system based on a check-
point is proposed to solve the security problems on RBS. 
MEDA integrated sensors will track the complete progress 
of an assay. The sensors are contrasted with the [40] assay 
execution reference behaviour. If biochip can be tracked 
for the whole duration of an assay execution at-time stage 
(t), we may detect 100 percent intrusion. Such a scheme is 
time- and overhead costs computationally intensive, and 
inefficient. Implementation is not feasible. The proposed 
checkpoint arrangements developed into RBS method are 
as follows:

–	 Check points for Form 1: In RBS, the M1 , M2 , M3 and M4 
mixing operations are started from the chip’s cell posi-
tion coordinates (2,2), (7,2), (2,7) and (7,7), respectively. 
The first type of (static) checkpoint is placed on the 
starting cell from which each mixing process is initi-
ated. These static checkpoints will be disabled until the 

100% percent completion of the mixing is achieved. 
It will make sure the dispenser will detect if any other 
malicious droplet reaches the entire assay for PCR layer 
1 within that time.

–	 Check points for Form 2: The second form of the static 
checkpoint is put to test whether for a mixer droplet 
to have a 00

5
-shift taken. It has the provision to push 00

5
-

shift more straight. By Fig. 17 it is possible to see that at 
(x , y) = (6, 1) coordinate chip location. A checkpoint will 
detect whether or not any alteration occurred. Because 
of that, the droplet M1 (BLUE) mistakenly moves to (6,1) 
location that is not needed according to our proposed 
algorithm.

–	 Check points for Form 3: The third dynamic checkpoint 
is designated at 3rd and 4th time steps of each mix-
ing operations. It will detect that the droplet can take 
unnecessary 450 or 900 instead of 00-shift. It will also 
position the droplet provision of possibly 450 or 900-
shift instead of 1800 inside the mixing change move-
ments at 5th time steps. Desired facilities for putting all 
forms of checkpoints are displayed in Fig. 17.

6.3 � Error recovery strategy

Various error recovery strategies are tabulated for standard 
DMFB operations as shown in Table 6. We have proposed 
a recovery mechanism in case of any error happened and 
which were undetected by the checkpoints as explained 
in the last section. In RBS approach, suppose the operating 
frequency of the chip is 16 Hz. Then, 1 time-step (t) = (1/16) 
= 0.0625 sec. The recovery problem is formulated to find 
the optimum time step ( td ) at which integrated sensor-
based monitoring should be placed so that the recovery 

Fig. 16   a PCR layer 2 comple-
tion and corresponding split_
merge steps, b RBS mixing 
paths for M7 . *t = 0.0625 sec by 
considering working frequency 
be 16Hz
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Table 6   Recovery strategies for various DMFB operations [21]

Reversible
operations

Recovery
strategy

Non-reversible
operations

Recovery
strategy

Dispensing,
splitting

REPEAT
Operation

Mixing, dilution,
detection via
optical detector

Need droplet from
previous level /
backtracking
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overhead (in terms of the traversed path) will be minimum. 
In RBS shift patterns after completion of entire mixing if an 
error found, a repeat of the entire operation. To determine 
mixing completion, we need to wait until the end of the 
mixing operation. To tackle the RBS recovery problem, the 
following assumptions are taken into consideration.

Assumptions

•	 In RBS approach, the average time required to accom-
plish 100% mixing is 32t, i.e. the average path to be tra-
versed by a mixer-droplet is fixed to be 32 to complete 
the mixing.

•	 The entire path ( n0 , n1 , n2,..., n31 ) consists of all 32 distinct 
cells (each cell is equivalent to 16 micro electrodes) on 
the chip traversed from t0 time step to t31 , i.e. no cell is 
repeated twice on the path (P) as shown in Fig. 18 and 
no STALL operation is required in these 32 steps.

•	 High sensitivity MEDA-based bio-chips are assumed to 
be a ‘fair-chip’. Hence, the probability of each microelec-
trode cell on the entire path length (P = 32 × 16 ) being 
defected which belongs to that path, i.e. probability of 
each cell being defected on the path is 1/P.

Based on the above assumptions, physical-aware soft-
ware can be integrated with RBS method. It can read and 
analyse sensor data and dynamically adapt the given syn-
thesis for cyberphysical chips. Hence, our technique can 
be updated with a modified sequence graph, scheduling 
operations, and droplet routing pathways in run-time. 
Unlike [21], RBS control software does not need to con-
sider module placement and resource binding phase. It 
minimizes initial synthesis time as well as online resynthe-
sis time after monitoring the assay. Here, we do not target 
monitoring the chip for every time-steps (t) of the entire 
synthesis duration, which is expensive and computation-
ally intensive for the control software.

The chip has to be monitored only at a single intermedi-
ate time instant ( td ) during the entire operation for once 
and after completion of the final mixing operation. The 

output will be monitored ( at tf  ) for once only. Thus, incor-
porating an extra intermediate checkpoint will minimize 
the re-synthesis overhead at runtime and makes the entire 
error recovery much faster for RBS approach. At time-step 
td , if we monitor the droplet, then we can easily roll back 
the operation from td.

For example, if we find the error as early as at 8th time 
step, i.e. td = 8 and 1 ≥ td ≥ 32 . We shall not continue the 
operation any more till the end ( tf  ) and roll back from 
td = 8th time-step itself. If we assume the next run to be 
fault free and the said operation finishes successfully at 
tf = 32t in next run, then the total time required to fin-
ish the operation would be: Td + Tf = 8 + 32 = 40t Now, 
according to Assumption No. II of Section 6.3, the number 
of faults which can be detected at intermediate check-
point ( td ) would be 8 and the remaining 24 faults may 
happen at (cell number n9 to cell number n31 ) cannot be 
detected at intermediate checkpoint ( td ). It may only be 
detected at final checkpoint ( tf  ). Because of equally likely 
probability of having an individual cell being defected on 
the entire path length (Assumption No. III of Section 6.3), 
the total recovery time ( TR ) required would be as follows 
for large number of trials.

With the above example if Td = 8 and Tf = 32 ; total time-
steps ( TR ) required recovering from the errors would be 
as follows:

Similarly, if we fix the intermediate detection at Td = 10 
and Tf  = 32

and for Td = 12 and Tf  = 32

Putting different numerical values in Td , we have got the 
parabolic curve where TR initially decreases and then 
again increase as shown in Fig. 19. If the early interme-
diate detection checkpoint is fixed at Td = 16 time step, 
i.e. exactly at the halfway path, the overall recovery time 
can be minimized. So, we have fixed the detection twice, 
first at td = 16t after the mixing operation gets started and 
finally at completion ( Tf  = 32t), i.e. after finishing of the 
entire operation.

(11)

TR = (Nos. of faults detected at Td) × (Recovery time from Td)

+ (Nos. of faults detected at Tf ) × (Recovery time from Tf )

TR = 8 × (8 + 32) + 24 × (32 + 32)

= 8 × 40 + 24 × 64 = 1856t(t = 1time − step)

TR = 10 × (10 + 32) + 22 × (32 + 32)

= 1828t

TR = 12 × (12 + 32) + 20 × (32 + 32)

= 1808t

Fig. 18   Average RBS path length (P) of 32 cells
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Lemma 1  The error recovery time will be minimized for RBS 
method if the intermediate error detection checkpoint is fixed 
at n= N/2 time-steps, where N is the total path length.

Proof  To generalize the above concept we have assumed:

N = total path length;
n = intermediate single checkpoint
P = total path travelled to complete a mixing operation 
including rollback

Now we have simulated the same mixing operation for 
a very large number of trials. According to the theory of 
classical probability, ’n’ number of faults may happen at 
first ’n’ cells on the path and can be detected at Td Fig. 19. 
The remaining (N-n) number of faults will happen on rest 
of the path length and can be detected at final checkpoint 
( Tf  ) only. For first ‘n’ number of faults on the RBS-path the 
distance traversed by the droplet is:

For remaining (N-n) faults the total distance to be tra-
versed by the droplet is:

So the total path (P) calculated from Equation No. 12 and 
13 :

(12)P1 = (n + N)n

(13)P2 = (N + N)(N − n)

Equation No. 14 is a symmetric function and we need to 
find the value of ‘n’ for which the total recovery path as 
well as operation completion path (S) should be minimum. 
Thus, finding derivative from Equation No. 14 is as follows:-

Putting, ( dp
dn

 ) = 0; we find n = N/2; and ( d
2p

d2n
 ) = 2, which is 

a positive integer and sufficient condition for existing 
minima at n = N/2. Hence, the above claim of n= N/2 is 
proved. Hence, the intermediate detection (checkpoint) 
is fixed exactly at halfway path of the proposed RBS-shift 
patterns. 	�  ◻

6.4 � Example

If at the time stage n=16 a certain mixing operation fails 
to achieve the necessary threshold values (threshold set 
according to the biochemical assay sequence graph and 
biochemistry nature), then that particular mixing opera-
tion is rolling back without interrupting others. Thus, RBS 
method does not test for a mixing completion threshold 
value at higher time steps and does not wait for rollback 
until the entire mixing is complete, unlike the module-
based synthesis. Mistakes are detected here much more 

(14)

P = P1 + P2

⇒ (n + N)n + (N + N)(N − n)

⇒ n2 + Nn + +2N(N − n)

⇒ n2 + Nn + 2N2 − 2Nn

⇒ n2 − Nn + 2N2

(
dp

dn

)
= 2n − N

Fig. 19   Error recovery time curve
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easily and rollback activity can be initiated earlier (at t=16). 
The unused droplets are stored at the previous level, and 
can be used for faster rollback before the next mixing 
stage is complete. Such deposited droplets are discarded 
into the waste reservoir until the next stage of mixing 
reaches completion of 100 percent. This cycle continues 
until the full synthesis of the bioassay is full.

7 � Experimental results

The prime motto of RBS algorithm is to reduce overall syn-
thesis time as well as complete the entire synthesis process 
without any kind of error intrusion. Simulations result of 
our proposed RBS algorithm in cyberphysical MEDA bio-
chips have been reduced entire synthesis time significantly 
for real the life bioassay like PCR, In_vitro, CPA, IDP [45] and 
PDNA [28]. The entire simulation process has been per-
formed on an Intel(R) core(TM) i3-8130U CPU with 4GB 
installed memory (RAM) and 64-bit operating system.

7.1 � Real life assays tests

The RBS synthesis technique is being studied both on tra-
ditional DMFB and MEDA biochips. This is therefore com-
pared to other module-based synthesis techniques, such 
as ILP and Tabu search [29] on physiological fluid IVD and 
PCR benchmarks. The test is performed for different chip 
dimensions and sizes (48 cells to 144 cells is equivalent to 
48 × 16 to 144 × 16 microelectrodes, respectively ) and the 
synthesis time of the bioassay is promisingly improved by 
about 45% as shown in Table 7.

7.2 � Comparative study between chip size 
and completion time

The proposed RBS has also been run for PCR using various 
chip size from 8 × 8 to 16 × 16 (49 to 256 cells or 49 × 16 
to 256 × 16 microelectrodes), and the completion varies 
with size of the chip as shown in Table 8. We have tested 4 
PCR (stage I) mixing operations simultaneously on various 
chip sizes. Completion-time decreases when four parallel 
mixing operations has been performed on the chip size 
of 12 × 12 . After that increment of chip size does not take 
place in the completion period. So we may infer that a 
maximum of 12 × 12 chip size is adequate for four simul-
taneous mixing. It will also achieve minimum time by RBS 
patterns. From Table 9, it is very important to note that the 
synthesis time improvement up to 35% for real-life assays 
is measured on a 12 × 12 chip.

7.3 � Analysis of mixing completion time for BS I & BS 
III as well as some hard benchmarks

Our proposed RBS algorithm for MEDA has been simulated 
on some of the existing benchmarks. We have also tested 
RBS algorithm with conventional as well as MEDA biochips 

Table 7   Comparison between synthesis termination times and vari-
ous chip sizes of IVD and PCR, respectively

Test
benches

Chip
size

Bioassay completion time (in s)

Module-based 
synthesis

Routing-based 
synthesis

Using
ILP [29]

Using
TS [29]

DMFB
Biochips

MEDA
Biochips

PCR 6 × 8 14 13 8.25 6.21
6 × 9 12 12 7.71 6.20
8 × 12 12 12 7.17 5.55
12 × 12 12 11.7 7.11 5.43

IVD 6 × 8 14 13.7 9.5 8.83
6 × 9 14 13.8 9.0 8.81
8 × 12 13 12 8.3 5.58
12 × 12 13 12 8.2 5.39

Table 8   Mixing completion for 1st layer of PCR using various chip-
size

Chip size Time for 4 parallel 
mixing operations
DMFB [10] (in sec.)

Time for 
4 parallel 
mixing 
opera-
tions
MEDA (in 
sec.)

8 × 8 1.9375 1.6875
9 × 9 1.875 1.6875
10 × 10 1.8125 1.6875
12 × 12 1.75 1.6875
14 × 14 1.6875 1.6875
16 × 16 1.6875 1.6875

Table 9   Comparative study between RBS in ILP/TS vs our proposed 
method for time required for the entire synthesis process on same 
chip size

Benchmarks 
(Nos. of Mixing
Operations)

Synthesis time (in s) Our proposed
RBS Method

RBS using ILP and TS [29]

CPA(103) 21.1/20 19.42
IDP(71) 18.2/18 14.8
PDNA(19) 16/14.3 9.2
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on 6 randomly taken harder test cases [11]. It has been 
taken from the hard test benchmark which are commonly 
termed as Benchmark Suite III (BS-III) [14]. BS-III have 30 
numbers of test cases. Our prime target to reduce synthe-
sis time for the parallel mixing operations where the num-
ber is ≥ 8 in a single layer of sequence graph. Naturally, 
it will increases the overall assay synthesis time and also 
error recovery time. It ultimately increases the complexity 
and number of sensors requirement. RBS on MEDA-based 
biochips performed 100% synthesis for entire test cases 

from BS-I and it decreases the synthesis time below 7 sec. 
shown in Tables 10 and 11 which is quite promising. The 
average overhead time taken for RBS is well below 8% 
which is also quite promising.

7.4 � Error detection rate on RBS

Some major problems on recovery operations are associ-
ated with SMG-based [26] and PTA-based [17] methods. 
Splitting error can be rectified by splitting re-execution, 
moving process, and reuse of droplets which has been 
stored in the previous level. However, MEDA-specific 
fluidic operations (e.g. droplet aliquot [46]) are not com-
pletely utilized for error recovery. The static and dynamic 
checkpoints can detect most of the errors ( ≥ 90% ) for the 
given example problem and PCR bio-assay as shown in 
Table 12. Comparative study between MEDA-based exiting 
method with our proposed method is given on Table 12. 
We have observed an average detection rate well above 
90% that is quite satisfactory by placing of static and 
dynamic checkpoints on RBS.

Table 10   Entire mixing completion time using RBS method for PCR 
and others benchmarks

Different
assay

Chip-size No. of mixing 
Operations
(layer wise)

Time required 
for Synthesis
in sec.

PCR 8 × 9 4-2-1 5.4375
In_vitro I 16 × 16 6 1.875
In_vitro II 14 × 14 4-3-2 5.625
Protein_I 21 × 21 1-2-4-8-8-8-8-8-8 14.0625
Protein_II 13 × 13 1-2-8-11-5-4 27.3

Table 11   Completion period 
for the benchmarks where ≥ 8 
numbers of mixing operation 
performed simultaneously on 
both traditional and MEDA 
biochips

Hard
Bench-marks

Array Dimension Maximum Num-
bers 
Mixing 
Operation
performed paral-
lelly

Completion 
time by RBS 
(Conventional
DMFB)

Completion 
Time of RBS 
(MEDA
Biochips)

Protein-I 21 × 21 8 18.9 17.5
Protein-II 13 × 13 11 27.3 24.5
Hard Test1 24 × 24 14 18.6 16.7
Hard Test2 16 × 16 14 22.2 21.4
Hard Test3 13 × 13 12 21.4 18.4
Hard Test4 12 × 12 12 23.0 21.7
Hard Test5 12 × 12 10 20.3 17.9
Hard Test6 12 × 12 9 19.7 17.3

Table 12   Comparative study of error detection rate with other methods by the checkpoints placed on RBS

Error Recovery Method Working
Principle

Error Detection Attributes Error Recovery Attributes

Hardware Speed Re-synthesis Speed Error 
Detection 
in %

MEDA
Biochip

Li et al. [26] PTA-based MC Sensors Fast Online Very
Fast

82

Elfar et al. [17] SMA-based MC Sensors Fast Online Fast 85
Zhong et al. [47] Adaptive MC Sensors Fast Online Fast 88
Our
Method

Checkpoint-based MC Sensors Medium Online Fast 94
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8 � Conclusion

The proposed MEDA-based routing synthesis method 
has accelerated assay execution by eradicating the for-
mat idea about dedicated implicit modules presence on 
the traditional DMFB. The entire mixing operation can be 
performed using the droplet routing according to the pro-
posed shift movements (patterns) through the available 
path (microelectrode-dot-array) present on the MEDA bio-
chips. Also integration of checkpoint-based error detec-
tion technique and the method for minimization of error 
recovery overhead would allow implementation of more 
high-performance bio-assays. Assay synthesis time has 
been reduced significantly in our proposed routing-based 
synthesis according to the experimental results as well 
as error (intrusion) detection rates. Washing is required 
if more numbers of heterogeneous droplets sharing the 
same path on the chip that be incorporated in the future 
for more accurate results. Also, we are planning for exam-
ining the pattern of static checkpoints and checkpoint 
optimization as the extension of this work.
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